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ENCRYPTING THE INFORMATION 



SENDING THE ENCRYPTED INFORMATION TO A PLURALITY OF 
REMOTE LOCATIONS UTILIZING THE NETWORK 



RESTRICTING ACCESS TO THE REMOTE LOCATIONS IN 
RESPONSE TO THE RECEIPT OF THE ENCRYPTED INFORMATION 




ALLOWING ACCESS TO THE REMOTE LOCATIONS 
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REGISTER SOURCE/SIGNATURE OF ATTACK AND/OR MALICIOUS 
CODE AS A KNOWN THREAT 
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Figure 3B 



Type of attach (ie DoS attack, SPAM-Relay attempt) 
Traits of the attack. Eg: for a virus outbreak, this could be virus name. 
For a SPAM attempt, this could be subject, mail headers, magic number for 
the message, etc. 

Protocol on which attack is taking place (ie SMTP, NNTP, FTP etc) 
Severity level of attack 

Server reporting attack. (Omitted when tip-off is relayed onward from hub, 
to protect clients). 

Domain of server reporting attack (same restrictions as above). 
IP address at source of attack. 
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Mail Gateway 1 Mad Gateway 2 FrewaU 
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Figure 6 
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